(2% Wonca

World family doctors. Caring for people.

GUIDANCE

on the ethical use of artificial
Intelligence in primary care

A document developed by the World Organization of Family Doctors

30 questions to help family doctors
review an Al tool




Guidance document on the ethical use of
artificial intelligence in primary care

Authors: Tania Moerenhout?, Avni Patel?, Andrew Papanikitas®, Issam Shaarani?, Keith Thompson?,
and the WONCA Working Party on Ethics and Professionalism.

! Department of Bioethics, University of Otago, Dunedin, Aotearoa New Zealand

2 Tanglin Health Clinic, Ministry of Health Malaysia, Kuala Lumpur, Malaysia

® Nuffield Department of Primary Care Health Sciences, University of Oxford, United Kingdom
* Faculty of Medicine, Beirut Arab University, Beirut, Lebanon

5 Department of Family Medicine, Schulich School of Medicine & Dentistry, Western University, London, Ontario, Canada

This guidance has been created by the WONCA (World Organization of Family Doctors) Working Party on
Ethics and Professionalism, with the support of the WONCA Working Party on Digital Health and was
endorsed by the WONCA Executive Committee on 29 January 2026.

SUGGESTED CITATION

Moerenhout T, Patel A, Papanikitas A, Shaarani I, Thompson K, WONCA Working Party on Ethics and Professionalism.
Guidance document on the ethical use of artificial intelligence in primary care. World Organization of Family Doctors
(WONCA); 2026. Available from: https://www.globalfamilydoctor.com/Resources/ethical-ai-primary-care.aspx

Version 1.0 - October 2026
© World Organization of Family Doctors (WONCA), 2026


https://www.globalfamilydoctor.com/Resources/ethical-ai-primary-care.aspx

CONTENTS

At a glance

Executive summary

Introduction

Definitions: artificial intelligence, machine learning, and large language models
Opportunities in primary care

Ethical challenges of Al use in primary care

Ethical values and principles that (should) guide Al use in primary care

Practical guidance for the ethical use of Al tools in daily practice

Table 1: Questions for the review process of Al tools in primary care
Next steps: roundtable dialogues for ethical Al in primary care
Reference list

About WONCA

Guidance on the ethical use of artificial intelligence in primary care

10

12

17

21

25

27

28

31



AT A GLANCE

The guidance makes 11 recommendations: 2 fundamental requirements and 9
practical considerations, supported by 30 questions for reviewing an Al tool.

2 FUNDAMENTAL REQUIREMENTS

1. VALIDATION AND REGULATION 2 - COLLABORATION

Family doctors should only use Al tools that The implementation of Al in primary care is

have been validated and that meet regulatory too complex to be delegated to individual

standards specific to clinical use in primary practitioners.

care.

A The default position should be not to use generative Al applications in primary care
unless they have undergone sufficient scrutiny and meet ethical and clinical requirements
(precautionary principle).

Most Al tools have not been thoroughly validated, and robust Al regulatory processes are
lacking in most countries. For promising tools that have some evidence but have not been fully
validated or are unregulated, family doctors can use the 9 considerations below.

9 PRACTICAL CONSIDERATIONS

Ell 1 Evidence A 2 Risk of harm g 3 Data review
. 5 Patient information . .
22 4 Co-design E] et ! AIA 6 Inclusion and equity

and consent

7 Sustainability and 8 Integration and
1 b

s . N
planetary health impact on workflow 9 Ongoing monitoring

A printable checklist of the 30 questions is available at
www.globalfamilydoctor.com/Resources/ethical-ai-primary-care.aspx.
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EXECUTIVE SUMMARY

This guidance has been developed to support family doctors who are considering the use of artificial
intelligence (Al) in primary care. Its aim is threefold. First, it provides an overview of the specific
opportunities and ethical challenges presented by Al in primary care. Second, it articulates which values
and principles should guide the use of Al in primary care. This includes two strands: ethical values related
to Al, and primary care principles that Al tools should support. These values and principles are not only
relevant to clinicians but also to designers, developers, and health managers. Third, this guidance
document offers more practical ethical guidance for family doctors who wish to incorporate Al tools into
their practice. Here, 11 recommendations are provided, aiming to be both aspirational and practical. The
first 2 recommendations are a priori, focusing on validation and collaboration. They specify that, under
ideal circumstances, family doctors should only use Al tools that have been validated and meet
regulatory standards for clinical use in primary care, and that the implementation of Al in primary care is
too complex to be delegated to individual practitioners. However, we also acknowledge that these
recommendations may be highly restrictive, as, at the time of writing, such regulatory standards and
clear decision-making processes have not yet been established in most countries. Following this, we
formulate 9 recommendations for family doctors to use if they have access to promising Al tools with
some evidence supporting them, but that have not been fully validated or are unregulated. Ideally, such a
review should not fall on the shoulders of the individual family doctor, as specified in the
recommendation on collaboration above. However, family doctors need a process in place should they
wish to start using Al tools that have not undergone rigorous validation or regulation.

Ethical use of
artificial
intelligence in
primary care

Tania Moerenhout presents the WONCA Working Party on Ethics and Professionalism’s draft guidance on the ethical use of Al in
primary care at the 25th WONCA World Conference, Lisbon, September 2025.
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Family doctors should consider:

Eh

A

B

oo
mN

1 Evidence: Tools should be supported by independent evidence and tested in real-world
settings.

2 Risk of harm: Potential harms should be assessed across multiple domains, including
patient, clinician and system-level impacts.

3 Data review: The training data and ongoing data collection should be reviewed to ensure
the Al tool is relevant to the local context and population and meets privacy and
confidentiality requirements.

4 Co-design: Tools should be developed with meaningful input from clinicians, patients, and
communities.

5 Patient information and consent: Use of Al tools requires appropriate patient disclosure,
transparent information, and, where necessary, explicit consent.

6 Inclusion and equity: Implementation should avoid reinforcing disparities or excluding
vulnerable groups.

7 Sustainability and planetary health: Al tools may have a substantial impact on carbon
emissions, water use, and overall planetary health, which should be weighed against potential
benefits.

8 Integration and impact on workflow: Al tools should align with clinical workflows and
support rather than disrupt team-based care.

9 Ongoing monitoring: Use of Al tools should be continually monitored for performance,
safety, and unintended consequences.

Alongside these recommendations, the guidance also includes a list of 30 questions to help family

doctors conduct this review. We are acutely aware that any guidance on Al risks being outdated as soon

asitis published. Nevertheless, we believe that the underlying values and principles remain stable over

time, and that incorporating them into technology design and implementation is vital if we want Al tools

to succeed and support family doctors in their work, rather than undermine them.
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INTRODUCTION

The past few years have seen an unprecedented boom in the development and deployment of artificial
intelligence (Al) applications, including in healthcare. Much of this momentum is driven by advances in
large language models (LLMs) and so-called ‘generative’ Al. This incoming wave of Al technology brings
tremendous opportunities for primary care, but there are also potential harms which generate ethical
questions and challenges.

We consider that primary healthcare has many features that make adoption of Al applications likely or
desirable. Practitioners often work independently yet require instant access to clinical knowledge and
decision-support tools that could be provided by Al technology. However, Al development requires that
large volumes of diverse, high-quality healthcare data be collected, stored and managed. This data
collection needs to occur at both the individual and population level. Patient empowerment, self-care,
and administrative efficiency may benefit greatly from Al support.

While the potential benefits are substantial, Al tools can cause harm if introduced without appropriate
evidence, safeguards, or ethical oversight. In response to this, the Working Party on Ethics and
Professionalism of the World Organization of Family Doctors (WONCA) developed this guidance
document to guide the ethical use of Al in primary care globally.

This guidance document:
1. Defines Al, machine learning, and LLMs, in the healthcare context;
2. Outlines potential opportunities for primary care;
3. Explores ethical challenges that may arise with Al use in primary care;
4. Articulates guiding ethical principles and primary care values for ethical Al use;
5. Provides practical guidance for clinicians thinking of using Al in their daily practice;

6. Considers the next steps, starting with roundtable dialogues.

The document is built on existing literature and guidelines, but is not exhaustive. Rather, it has a specific
focus on ethical considerations of Al use in primary care. The first part is situated at the systemic level,
identifying opportunities and challenges, values and principles, while the last part is aimed at the
individual practitioner using Al tools. In this sense, this guidance seeks to include both conceptual
frameworks and actionable advice.
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DEFINITIONS

artificial intelligence, machine learning, and large language
models

Although a commonly agreed-upon definition is lacking, Al usually refers to intelligence displayed or
simulated by code (i.e., algorithms) or machines, formulated as: “Technologies with the ability to perform
tasks that would otherwise require human intelligence".* Al is not new: the term was coined at a
Dartmouth College workshop in the summer of 1956 led by John McCarthy and centered around the idea
of simulating human intelligence.? What intelligence means can vary: it may include all kinds of cognitive
functions and tasks humans usually perform, such as learning, perception, planning, decision making,
and problem solving.? This is why two types of Al can be discerned. Narrow (or weak) Al can only perform
in a specific domain or fulfill a specific task, while general (or strong) Al is capable of carrying out any
cognitive tasks that humans can do.>*® Although many of the Dartmouth workshop participants expected
to see the creation of a machine as intelligent as a human being within a generation, general Al is not on
the horizon yet.?

Another relevant difference is between symbolic or rule-centric Al, where the Al is developed along a
predetermined decision tree or flowchart (meaning its reasoning is transparent), and the machine
learning or data-centric Al approach, where the technology learns from data and examples without
explicit programming. 2* Machine learning can be supervised, where the algorithm’s learning is based on
predetermined variables that are provided to the model, or unsupervised, where the Al finds patterns in
datasets and creates categories on its own.? In health care, reinforcement learning is often used, a type of
machine learning in which the algorithm receives feedback on its output, much like a trial-and-error or
reward-and-punishment system.>” For example, the algorithm may receive feedback on its assessment of
images of skin lesions as cancerous or non-cancerous, or it may learn from a surgeon’s physical motions
to improve robotic-assisted surgery.*

Most of the current progress in Al has been made in a subfield of machine learning called deep learning.
Deep learning is a multi-layered machine learning system that can accept multiple data types as input
and progressively extracts features from data as it flows through the layers of the system.*” The
underlying structure is referred to as a neural network, consisting of several layers of ‘neurons’ or simple
processing units.? Large Language Models (LLMs) are neural networks with a primary focus on language;
they are trained on extensive text datasets and can comprehend and generate text across a wide range of
topics.® This is why they are also called generative Al. One of the best-known examples is OpenAl’s
ChatGPT, a large language model designed as a generative Al chatbot.” Following its launch in November
2022, the platform reached the milestone of 100 million users in just two months, generating excitement
over its potential in various fields, including healthcare.”® As shown by a recent review, LLMs show
promise in diagnostic support, patient notes and discharge letter writing, and in empowering patients to
navigate the healthcare system, but raise concerns of risk of harm due to bias and ‘hallucinations’ (the
generation of inaccurate but convincing information, sometimes also referred to as confabulation),
privacy and security limitations, lack of validation and evaluation, and other ethical and legal issues.>*
The advent of multimodal LLMs (sometimes also called generative large language multimodal models,
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GLLMMs, pronounced ‘Gollums’) allows the inclusion of not only textual content, but also medical
imaging, electrophysiological data, sensory data, videos, audio, and omics data, resulting in multimodal
learning and output.'!

To summarise, Al consists of algorithms that analyze large datasets quickly.* As a result, the quality

of Al tools will, to a large extent, be determined by the quality of the data, and data ethics play an
important role in Al ethics. We will first consider the opportunities of Al in primary care, before turning to
the challenges.
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OPPORTUNITIES IN PRIMARY CARE

Globally, primary care is facing multiple challenges, and the hope is that Al may mitigate at least some of
them. We identify 4 core challenges based on the literature and recent work done within WONCA®%;

1. Resource constraints mean current needs cannot be met, and underfunding of the primary care
sector risks compromising quality of care and accessibility

2. Staff shortages increase burnout levels in family doctors and lower retention rates
3. Multimorbidity and chronic diseases lead to increasingly complex care and patient management

4. Global threats such as climate change, war, and pandemics will put more strain on primary care and
require adaptations and flexibility*?

With these challenges in mind, Al offers opportunities in primary care in 6 key domains:

1. Clinical documentation and administrative support: LLMs can generate patient summaries based
on the information available in the electronic health record and can produce patient or discharge
notes based on written information or on the conversation with the patient.”* For example, ambient
Al scribes use a microphone to transcribe clinical encounters and organise the transcripts into clinical
note templates that can be integrated into the electronic record.’ Generative Al can also be used to
automate routine tasks in healthcare, such as through intelligent scheduling systems where chatbots
or voice assistants allow patients to book or cancel appointments.**

2. Precision medicine and therapeutic support: Generative Al may predict which treatments will work
best for an individual patient based on their genetic information, pathology reports, imaging, lifestyle
parameters and other data sources.'® This may be used to enhance cancer treatment or to optimize
drug dosing for epilepsy.*®

3. Risk prediction: By processing large amounts of data from electronic health records, Al tools can
predict who is at risk of certain illnesses, post-operative complications, and even death. For example,
Al can help predict the risk of chronic kidney disease in patients and forecast kidney function
decline.'® Natural language processing may assist in identifying people with suicidal ideation, thereby
contributing to suicide prevention.’” ChatGPT has shown a robust performance in cardiovascular
disease risk prediction, comparable to traditional methods.!®

4. Diagnostic support: Al tools may improve diagnostic accuracy and speed, particularly in imaging,
leading to applications in radiology, pathology, ophthalmology, dermatology, cardiology, and
gastroenterology.'® For example, deep learning algorithms for the diagnosis of diabetic retinopathy
based on images have proven their validity in real-world settings, potentially leading to improved
screening.’®* Also, Al-human partnerships have the potential to improve diagnostic accuracy in skin
cancer diagnosis, showing greater benefit among non-dermatologists.*

5. Self-management and patient empowerment: Al could assist in self-care through chatbots, self-
monitoring and risk prediction tools, and through technologies to support people living with
disabilities.” Integrating Al-augmented monitoring technologies and other applications into nursing
care may streamline processes and support nurses to provide safer and more effective healthcare
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services.?? Chronic conditions could be better managed with virtual coaching, giving individualized
advice based on medical literature and patient data.'® Generative Al can provide patient education
content at different reading levels and in multiple languages, helping to improve health literacy.**
This may prove specifically invaluable in settings where mass migration means that there are
inadequate human healthcare services or migrant populations do not speak the same language as
healthcare providers. LLMs can empower patients to navigate the healthcare system.’

6. Education for providers: Al offers opportunities to enhance education and training for primary care
providers. Generative Al tools show promise in delivering scalable, simulation-based education with
personalised feedback, potentially improving access to quality training in diverse settings.? For
example, Al-generated virtual patients can be used in simulations for both medical students and
more senior clinicians, providing immediate feedback and even integrating realistic high-fidelity
videos for training.?*

These opportunities are closely aligned with potential benefits that have previously been identified, such
as by the Royal Australian College of General Practitioners (RACGP) in their position statement on Al in
primary care.® They also focus on reducing the administrative burden, filling service gaps in remote
locations, reducing risks to patient safety, personalising treatment, increasing patients’ access to care,
and improving diagnostic accuracy and efficiency. Similarly, chart review and documentation, practice
management, risk prediction and intervention, diagnostics, remote patient monitoring, and digital health
coaching have been identified as application areas for Al in primary care in the United States.”® Another
area of use which we have not included in the above overview is Al in research and innovation.

Some general practitioners (GPs) are already using Al-based transcription software to support note
writing during consultations. Several electronic health record systems now integrate Al into alerts and
pop-ups, presenting family doctors™ with information on medication interactions or suggesting treatment
options in real-time. And many patients have started using LLMs to look up medical information and as a
tool for self-management. With LLMs being freely and easily accessible, this may lower the threshold for
patient engagement and education and improve equity.

* Globally, different terms are used to indicate doctors working in primary care: general practitioners, family doctors, and
primary care clinicians or primary care physicians are the most common. Throughout this guidance document, we will adhere
to the term “family doctors’.
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ETHICAL CHALLENGES

of Al use in primary care

Alongside these potential benefits, we need to acknowledge that the use of Al also carries risks and

challenges for individual healthcare professionals, patients, the profession, society, and our planet.

“ TECHNOLOGY-RELATED CHALLENGES: design, development, and regulation

= Overhyping: many Al tools are overpromising and underdelivering. Overhyping becomes a problem
if unrealistic expectations are created and problems not addressed. This could be a reflection of the

disconnect between the values and priorities of the technology industry and of healthcare:

VI.

Medicine operates on the ‘Do no harm’ principle, while risk-taking is very common and often even
required in the technology industry.

. Medicine adheres to privacy and confidentiality, while data access and sharing are fundamental

to Al design and development.

. General bioethics principles such as beneficence, autonomy, justice and the avoidance of harm are

prioritized in medicine, whereas industry is predominantly driven by profit-making, sales figures
being taken as a surrogate marker of public good.

. New healthcare innovations tend to be time-consuming due to regulatory and other requirements

(for example, given the time it takes to bring new pharmaceuticals to the market). For the
technology industry, being the first on the market is often of crucial importance. The need to
comply with regulation and demonstrate benefit may not align well with fast-paced Al
development and the economic goal of profitability.

.In healthcare, having a clear understanding of the potential challenges of a tool is crucial,

meaning realistic expectations are required. For technological innovation, selling the products is
prioritized, which may result in high expectations and unrealistic goals, with very little attention
going to the management of potential weaknesses and downsides.

Healthcare in general and primary care specifically are concerned with providing care to all
patients, including vulnerable patient populations and minorities. The technology industry does
not always include vulnerable patients in its target audience, resulting in products that
sometimes only reach the so-called "worried well" or early adopters, and larger populations at a
later stage. However, they may never reach those people who could potentially benefit from the
applications the most.

All of the above results in Al applications being brought onto the market at an early stage in their
development, when robust evidence is still lacking.!*® This phenomenon is also described as “technical
debt”?" Dealing with so-called ‘minimally viable products’ contributes to the ethical challenges Family

doctors encounter in the implementation of Al tools.
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HEALTHCARE AND THE TECHNOLOGY INDUSTRY

MEDICINE AND HEALTHCARE TECHNOLOGY INDUSTRY

Harm and risk Operates on the ‘do no harm’ Risk-taking is very common and often even
principle required
Data Adheres to privacy and confidentiality Data access and sharing are fundamental to Al

design and development

What drives Bioethics principles: beneficence, Predominantly profit-making, with sales figures
decisions autonomy, justice and the avoidance taken as a surrogate marker of public good
of harm
Pace Innovation is time-consuming Being first on the market is often of crucial
because of regulatory and other importance

requirements

Expectations A clear understanding of a tool’s Selling is prioritised; high expectations, with little
potential challenges; realistic attention to weaknesses and downsides
expectations

Who is reached Care for all patients, including Products may reach the “worried well” and early
vulnerable populations and adopters first, and may never reach those who
minorities could benefit most

= Lack of regulation: due to the high pace of developments in Al health technology, regulatory bodies
are struggling to keep pace with new technologies and to adjust their methods for assessment and
evaluation. Most countries lack clear legal and ethical processes for evaluating Al technology. If Al
tools guide clinical decisions, they may be labelled as software as a medical device (SAMD), incurring
stricter rules and requirements for their use, including validation. Without regulatory clarity, some Al
vendors may self-designate their tools as non-medical devices to circumvent regulatory scrutiny
intended for SAMD.

® Inequities and bias in data sets: As discussed above, Al technologies rely on large datasets for
training and further development. The quality of the data the Al system builds on will determine the
quality of the output, captured by the phrase ‘garbage in, garbage out’ Most Al tools are built on
datasets that predominantly originate from resource-rich countries, lacking representation of other
nations and populations. Such suboptimal representation in datasets introduces bias, potentially
perpetuating inequities through new Al technology. Bias may be inherent in the lifecycle of the
production of the algorithm. Bias may creep into the algorithm during conceptualization, design,
development and validation of the models being produced. There is also concern that data sets used
to create Al models and their training can lose accuracy over time, a concept called data drift.?® This
has serious implications for potential errors within healthcare systems when Al models are
unintentionally applied to populations outside of the training sets or when vendors fail to update the
algorithms on a regular basis.
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= Black box phenomenon: Machine learning or data-centric Al methods intrinsically lack
explainability. This means that the reasoning behind a certain output or conclusion is not known, and
in some cases, cannot be known, which means some types of Al operate as a black box. This lack of
explainability is problematic in primary health care as it impacts consent processes, especially when
diagnostic or therapeutic Al tools provide suggestions that seem illogical. This also makes it more
challenging to identify and correct hallucinations that occur in generative Al applications.

= Lack of co-design: Most stakeholders involved in Al design and use will agree that ideally, Al design
ought to include stakeholder engagement from early on in the process. However, robust methods for
incorporating stakeholder involvement in the design process are still mostly lacking, and this is
particularly true for ethical considerations. Value-sensitive design and embedded ethics methods
show promise but have not yet been widely implemented in Al design.

ﬂ PROVIDER-RELATED CHALLENGES

= Loss of skills, procedural medicine, dehumanisation: Concerns have been raised that the
increasing use of Al tools in primary care, specifically for diagnostic and therapeutic support, may
negatively affect diagnostic skills and clinical reasoning in family doctors. This is closely related to the
concern that Al implementation will require adaptations in the way we practice medicine, leading to
more so-called ‘procedural medicine’, where clinical reasoning and actions operate within narrow
guidelines, flowcharts, and decision trees. This may lead to a loss of richness and depth in clinical
reasoning, a juxtaposition with narrative-based medicine, and might risk a dehumanisation of the
primary care profession.°

= Automation bias - overreliance on Al: Closely related to the skill loss is the potential overreliance on
Al tools. In particular, the use of generative Al introduces hallucinations as an inherent problem,
especially with early generative Al models and open-access, free versions, necessitating careful
review of their outputs. Counterintuitively, increased Al accuracy levels may lead to increased trustin
its performance, which in turn increases the risk of missing errors or over-relying on the tools. This is
referred to as automation bias in the literature.

= Alert fatigue: The use of Al tools may lead to a further inflation of alerts popping up in electronic
health records and patient portal systems. Alert fatigue is not a new phenomenon and has been well-
examined in the context of electronic health records and other areas of medicine. Although the goal
for Al is to reduce medical errors, redundant and erroneous alerts may have the opposite effect,
leading clinicians to dismiss or overlook important notifications. Over time, this can erode trust in
digital systems and contribute to decision fatigue, a state of mental exhaustion from constant
information processing and limited cognitive recovery, which can impair clinical judgment and
increase the risk of errors.>! A growing body of evidence highlights that health information
technology-related stressors, such as insufficient time for documentation, after-hours EHR use, and
poor system usability, are significantly associated with clinician burnout.?? Without careful design

and integration, Al risks becoming another contributor to the technological overload clinicians

already face.
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= Responsibility and liability: Given that some Al tools tend to operate more independently than any
other technology, almost as a third agent in the room next to the family doctor and patient, questions
arise regarding responsibility and liability, mainly in case of errors or hallucinations. Currently,
responsibility falls mainly or entirely on the clinician. However, it could be imagined that the Al tool,
or rather the industry partner behind it, will come to share some of this responsibility. How this
shared responsibility could work, both from an ethical and legal perspective, is still unclear.

= Hidden work: While the focus is most often on how Al tools will help clinicians save time, reduce the

administrative burden, and improve quality of care, there is a lack of consideration of the hidden
work potentially caused by Al integration. LLMs are prone to errors and bias, including but not limited
to so-called hallucinations. Family doctors will need to filter out these errors before integrating any
Al-generated output. The need to regularly review and verify Al outputs can contribute to cognitive
overload and decision fatigue among clinicians. When family doctors use Al tools that have only
recently been released, they may need to address teething issues in the product, and in a sense,
become part of testing the product as it becomes available to a wider audience. Lastly, incorporating
Al tools into the daily clinical practice may require adjusting existing processes and workflows, which
in itself will require effort and time. Acknowledging hidden work caused by Al integration into clinical

practice is both a clinical and ethical prerequisite for its successful application.

n PATIENT AND POPULATION-RELATED CHALLENGES

= Privacy and security breaches: Al tools build on large, usually deidentified, datasets. We are
increasingly seeing the interlinking of datasets at a population level to create even larger datasets for
Al and research. The more data points are available on one individual, the higher the risk of
reidentification becomes. Some have argued that all deidentified datasets should be treated as
potentially identifiable, which changes the legal and ethical considerations for data use. Certain
commercial Al tools permit the sharing of their de-identified datasets (or parts thereof) with third
parties, which raises specific privacy concerns when health data are being shared. The risk of re-
identification is real and needs to be managed appropriately.

= Data and algorithmic bias: When datasets are limited to specific patient populations, the output
generated through Al tools may not be directly applicable to other patient populations. For example,
Al tools that identify skin lesions have been shown to perform worse on dark skin than on white skin,
because their training sets mainly include lesions on white skin.*® Existing bias in healthcare is, by
definition, inherent in any dataset used to train Al. This means that, unless we actively search for and
eliminate such bias, Al-generated output risks perpetuating and even amplifying existing bias. This
may be particularly problematic in diagnostic and therapeutic applications, but may even present
itself in administrative tools such as Al scribes when they insert hallucinations in consultation notes
reflecting bias.

= Equity: Al tools offer the potential to reduce digital and health inequities by supporting patient
empowerment, but also through risk prediction, precision medicine, and diagnostic support. On the
other hand, there is a risk that the use of Al may contribute to further widening existing inequities.3*
Underserved populations may not have access to Al tools and their potential benefits due to a lack of
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hardware, software, internet access, and education.® Minorities may not be represented in datasets,
resulting in Al output that is not well-adjusted to their needs. A risk of harm arises if Al tools become a
replacement for traditional healthcare provision in underserved areas and populations: it may reduce
the incentive to expand in-person healthcare access. Overreliance on Al tools, because there is no
alternative option, may result in poor care despite the good intention of providing ‘something’ rather
than ‘nothing’

= Dehumanisation of care: The increased use of Al in primary healthcare may lead to a decrease in
human interactions. From an administrative perspective, we already see that some conversations are
being replaced by the use of chatbots or other online communication systems. This may make
scheduling more efficient, but it may also lead to patients having more detached experiences.
Similarly, Al support for self-care and virtual coaching may contribute to a dehumanisation of care.

= Lack of evidence: A lack of robust evidence is not only a problem for Al tools, but is an issue for other
health technologies as well, in particular self-monitoring apps.?® Part of the problem is that Al tools
may fall outside of medical device regulations (SAMD) if they do not directly involve diagnostic or
therapeutic interventions (such as Al scribes). Moreover, the lack of prospective validation studies in
real-life situations'® means most of the existing evidence will have been generated under specific test
conditions, which has limitations in understanding how the Al tool behaves in a real-life setting. This
lack of robust evidence affects all types of users.

= Misinformation and idle empowerment: Generative Al is increasingly a potential source of
misinformation, both deliberate and due to hallucinations. Patients may be exposed to harm or
dismiss the validity of scientific evidence if the outputs are perceived as true or valid.”® When patients
turn to Al tools for information, idle empowerment may occur: they may seem or feel empowered
by the tool, but it may be an idle empowerment if it is based on incorrect information and creates
false beliefs.

® Trust: Al applications face challenges with both distrust and over-trusting. Some individuals and
patients distrust healthcare organisations and institutions for valid reasons, such as past harm. This
distrust may be transferred to Al tools as they become integrated into the healthcare system. On the
other hand, patients may not have the knowledge, expertise, or skills to critically engage with Al
agents and tools, and see them as equal to medical professional input.

= Sustainability: Al and LLM use significantly contribute to carbon emissions, and concerns have been
raised about their substantial energy and water consumption.® However, some studies have argued
that, in comparison to human labor, the environmental impact of LLMs is substantially lower.*” LLMs
also require human labor to run, which is often sourced in low-income countries, risking exploited

labor including psychological harm (when training Al on violent, hateful, disturbing material etc).383°
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ETHICAL VALUES AND PRINCIPLES

that (should) guide Al use in primary care

Several ethical values and principles have been identified over the past decade that should guide the use
of Al'in general, and specifically in healthcare. Based on the current literature, we have selected 6 Al
values that we consider essential for Al use in primary care, but that also apply to other areas of Al
application. Next to these values, we argue that Al use in primary care should support primary care
principles’. To date, there are no universally agreed-upon primary care principles; however, recent work
done by WONCA on core values in primary care has identified both common values and region-specific
principles.* For the purpose of this document, we selected 5 primary care principles that are specifically
relevant in the context of Al use. Al applications should ideally be trained with these principles to
safeguard their outputs, or at a minimum support these values, to strengthen primary care and help it
achieve its goals.

Al VALUES

1. Patient safety and non-maleficence: do no harm principle. Healthcare providers’ first duty to the
patient is to avoid causing harm, and the same principle should apply to Al. Similar to other
interventions in health care, it is not always possible to avoid all harm. Understanding the specific
risks of harm attributed to each Al tool is paramount. The risk profile of any Al application used in
primary care should be well understood and clearly communicated to all involved stakeholders.
Because many Al applications rely on continuous learning, robust monitoring systems should be in
place to identify any potential harm early and, if possible, correct it. The technology industry,
including project managers, designers, and developers, should take up responsibility for reliable risk
identification processes and continued monitoring of any tools used in primary health.

There are several different types of harm Al may cause: next to physical and mental harm to the
individual, group harm and community harm due to bias or perpetuated discrimination should be
considered. Harm may also occur through security breaches. Careful consideration of the risk of harm
measured against expected benefits may result in a decision not to use a specific technology for a
specific patient or patient group, or it may require adjustments to the standard use.

2. Justice: equity and fairness. Justice in terms of Al use in primary care has three distinct
implications. First, unintended biases and discrimination should be prevented where possible, and
processes should be in place to monitor, identify, and mitigate bias.>*! Careful attention should be
paid to avoid exacerbating health disparities or widening the digital divide. Related to this, Al
developers should take responsibility for ensuring that datasets are inclusive and diverse. Fair
representation in datasets may require oversampling underrepresented groups.® Second, achieving

T The literature on primary care values uses different terms: core values, primary care principles, and often, these values and
principles are incorporated in (core) competencies. For the purpose of this guidance document, we will use values and
principles interchangeably; their definition, differences between them, and meaning within the field of (bio)ethics fall outside
of the scope of this work.
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equitable access requires that Al technology be widely available, including within primary care in
low- and middle-income countries. From a health economics perspective, this raises familiar
questions about financing and universal health coverage. Deploying Al tools usually requires
significant upfront capital investment and ongoing costs. If Al-supported services are funded
predominantly through out-of-pocket payments, patients who are better off will have preferential
access, thereby widening existing inequalities. Ethical implementation of Al-supported services
therefore requires transparent decisions about who pays for them. Furthermore, investment in Al
should be aligned with national strategies to strengthen primary care, so that it does not undermine
the availability and quality of basic, non-digital services through the opportunity costs of diverting
scarce resources. Third, justice also applies to the benefits of Al to the workforce in terms of efficiency
gains. The time released by Al must help clinicians with existing work rather than 1) generate more
work (because of acceleration of clinical work e.g. by increased case-finding or errors that need time
to rectify) or 2) result in the allocation of more 'complex cases' instead of allowing more time with
existing patients. The implications of not doing this are a worse service to the public and an increased
work burden on the primary care workforce. Given that Al technologies are marketed to the public as
helpful to the workforce, this results in both an injustice to the workforce and a testimonial injustice:
the workforce is, in fact, helped less while the public is told they are being helped more.
Consequently, any serious discussion of the ethics of Al implementation must consider the workflow
implications downstream from application.

. Beneficence: reciprocity and solidarity. The use of Al in primary care should enhance the health of
patients and communities, while supporting the role of family doctors in care provision. The benefits
of Al should be returned to the individuals who contributed their data, with processes in place to
ensure that Al technology benefits the communities that bear the burdens of technology
development. Similarly, Al technologies should be made available to those communities who stand
to gain the most from Al, with specific attention paid to including and reaching underserved
populations. This is why reciprocity and solidarity are emphasised within the value of beneficence.

. Transparency: We should be mindful that explainability, in particular with the use of generative Al,
may be a lofty but unattainable goal given the ‘black box’ nature of these applications. However,
understanding the exact processes through which Al reached its output may not be necessary, as long
as we have access to robust evidence and a thorough understanding of its outputs through real-world
tests. Rather than emphasising the need for explainability, Al use in primary care should be
transparent in terms of understanding the datasets and training data, limitations and potential risks
of harm, and having robust evidence for its effects, including through ongoing monitoring after
deployment. In this sense, regulation around what type of evidence new Al applications for primary
care need to provide through validation processes has to be put in place so that Family doctors and
patients can trust the technology they are using. Next to this, transparency in communication is also
paramount. For-profit technology providers tend to highlight the benefits of their products or even
overpromise on what they can deliver. Transparent disclosure of information around the benefits,
risks, and realistic expectations of Al technology for primary care is essential and should be tailored
to different stakeholder groups. In particular, communication with patients should avoid technical
jargon and be adjusted to their needs.
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5. Data governance and sovereignty: privacy, confidentiality, autonomy. Traditionally, protecting
patient privacy and confidentiality regarding data use requires individual informed consent. Because
Al builds on extensive datasets, we acknowledge that valid informed consent will not always be
attainable. Moreover, if not executed well, it will lose some of its value if it is treated as the mandatory
signing off of terms and conditions, as is the case in other areas of technology use. However,
protecting patients’ privacy and autonomy remains an important moral goal in Al use in primary care.
This can be achieved by putting data protection laws in place® alongside data sovereignty principles
in regulatory frameworks. Independent data governance groups can ensure the proper application of
such laws and principles. This means that some of the burden of informed consent is transferred from
the individual to the regulatory level. For example, clearly understanding the risk of reidentification in
a dataset may be very challenging to the individual patient, but it may be managed at a governance
level. This also means that data sovereignty principles can be adapted to the local context and needs,

for example, by incorporating Indigenous data sovereignty principles.***?

6. Sustainability: Sustainability in terms of Al use in primary care relates to both sustainable systems
and protection of the environment. Existing healthcare systems and processes will need to be
adjusted to ensure the successful and sustainable integration of new Al tools. This may require
substantially more time and effort than simply procuring Al technology, and this should be taken into
account. This may also mean potential job losses as Al technology may come to replace certain roles
in healthcare.® Careful thought should go toward understanding the impact of Al technology
implementation on existing healthcare systems. Secondly, Al systems contribute significantly to
carbon emissions and water and energy consumption. New Al technologies should be designed and
implemented in a way that minimises their carbon footprint and maximises energy efficiency.

PRIMARY CARE PRINCIPLES

Digital health has been identified by family doctors as a challenge to the core values in family medicine.*
In addition to the above-listed Al values, any Al implementation in primary care should also support the
core values or ethical principles central to primary care. These principles need to be protected from
erosion due to the integration of Al technology. Rather, Al applications should be designed to support and
strengthen these principles.

1. Patient-centered, comprehensive, and holistic care: primary care provides person-centered care
not just focused on disease, illness, health promotion, and how the patient experiences these, but on
the whole person, with a generalist approach to the person and their family.*>*¢ Attention also goes
to the social determinants of health and patients’ life stories.*” The patient-doctor relationship builds
on a therapeutic alliance in which power and responsibility are shared.*® This means Al tools need to
take into account the patient and their context, and they need to be able to be tailored to individual
patient needs, i.e., one-size-fits-all solutions are unlikely to support the person-centered care primary
care seeks to provide. For example, any Al tools aimed at patient self-management need to weigh
individual responsibility against social determinants of health, and this should be carefully managed
from the design phase onwards.
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2. Continuity of care: In primary care literature, continuity of care is usually defined as the
“relationship between a single practitioner and a patient that extends beyond specific episodes of
illness or disease”.*® Although continuity of care is mainly understood as building a relationship over
time through repeated interactions with a designated provider, it may also mean providing a team
approach to patients under the umbrella of continuity of responsibility*>*’, or informational
continuity, understood as formally recording information and making it available to all involved in a
patient’s care.”>> There is evidence that continuity of care may contribute to reduced hospital
admissions, improved quality of care, the prevention of chronicillnesses, and even reduced
mortality.>>>%>® Regarding Al implementation in primary care, this implies that we should be sceptical
of tools that primarily focus on episodic care without supporting continuity. Certain Al technologies
may erode the patient-provider relationship rather than support it by reducing opportunities for
patient-provider interactions. Any Al tools should be carefully integrated within the patient-provider
relationship, aiming to support rather than weaken continuity of care.

3. Accessibility: Although accessibility or ‘first contact’ was one of Barbara Starfield’s 4C’s or initial four
defining features of primary care, it seems to have received less emphasis in more recent literature on
the core values of family medicine.**"*">** There should be a low threshold to consultation in
primary care, as this level of care serves as the first point of entry into the healthcare system. Part of
this is captured under equity of care and a community orientation, aiming to minimise inequities in
health service access and delivery and allocating time and effort to those patients who need it the
most.*” Improving accessibility is often touted as one of the benefits of digital health implementation.
Often, there are clear benefits in terms of accessibility through convenience: Al scheduling systems
can facilitate appointment management, patients can receive advice through an Al chatbot in their
own home, and Al tools can support telehealth consultations. However, Al tools should also support
equitable access with the aim of reducing inequities and providing inclusive care.

4. Community orientation: The focus of primary care should move beyond the individual patient into
promoting health at the community level, integrating clinical care, public health, and social
services.*®**" It may be challenging for primary care clinicians to reach this goal as it requires attention
to population health, advocacy, political, and social engagement, which often fall outside of the usual
working hours.*” Al may play an important role in supporting this principle. To date, Al applications in
primary care have primarily focused on the individual patient-provider encounter. However, Al could
support the analysis of population data, resulting in better proactive care and greater health equity.*®

5. Professionalism and life-long learning: This principle acknowledges that sustained competence
and performance over a career require a continuous process of personal and professional
development.*>*® Professionalism also requires the implementation and promotion of research,
including the development and integration of clinical and other guidelines into primary care.*’
Several countries have set up primary-care-led research networks for this purpose.*® There will be
requirements to assess the needs and determine barriers to participation in continuous professional
development programs to upskill clinicians in the use of Al in primary care.”” Al tools should support
both education and research in primary care and facilitate lifelong learning.
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PRACTICAL
GUIDANCE

for the ethical use of Al tools in daily
practice

The following practical recommendations aim to promote the cautious, ethical, and
context-sensitive adoption of Al tools in daily primary care practice. They are not intended
to discourage innovation, but rather to ensure that Al tools fulfil their potential while
preserving values central to primary care delivery. We recommend that clinicians critically
appraise tools using the criteria below, with special caution around generative Al
applications, Al tools that have not been validated, and/or those developed by for-profit
companies that have not been specifically designed for use in primary healthcare.

IN THIS SECTION

2 fundamental requirements

9 considerations for promising Al tools

30 questions for reviewing an Al tool




We start with 2 fundamental requirements for Al use in primary care.

@ 1 VALIDATION AND REGULATION

Family doctors should only use Al tools that have been validated and that meet
regulatory standards specific to clinical use in primary care.

This is often not possible as robust validation processes and local and international
regulations for Al may not have been established yet. If validation and regulation processes
are unknown, we recommend turning to Colleges, primary care departments at (local)
Universities, indemnity insurance providers, and government bodies to check if any
regulation is in place, in particular for primary care, and if not, to advocate for its
establishment. In the future, independent Al oversight bodies may provide a fitting solution
to the problem of Al validation and regulation in primary care *,

2 COLLABORATION

The implementation of Al in primary care is too complex to be delegated to

individual practitioners.

Many family doctors work in isolated settings or small teams and may not have access to
larger networks. However, implementing Al in primary care will require teamwork. Our advice
is to unite, share experiences, seek guidance, and collaborate at the local, regional, and
international levels. This may include mentorship and support from more experienced
clinicians to others with limited experience across regions and countries. Again, colleges,
universities, and other professional organisations could play a central role here, in providing
education and training for family doctors.

Next, we acknowledge that most Al tools have not been thoroughly validated and that robust Al
regulatory processes are lacking in most countries. What are family doctors to do in these
situations, where they may have access to promising Al tools that have some evidence, but have
not been fully validated or are unregulated? We propose the following reflection, along with
prompts and questions (in Table 1), for family doctors to use to determine whether an Al tool is
suitable for their local primary care setting. The default position should be not to use generative Al
applications in primary care unless they have undergone sufficient scrutiny and meet ethical and
clinical requirements (precautionary principle). Family doctors may not be able to answer all of the
following questions when considering the use of an Al tool, or it may not be clear whether an Al
tool meets a minimum standard for use in primary care based on these questions. In such cases,
caution is recommended when implementing an Al tool.
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1 EVIDENCE

Tools should be supported by independent evidence and tested in real-world
clinical settings.

When considering the use of unvalidated Al tools, the first step is to review the available
evidence on the tool, including early test results in trials and outcomes in real-world settings.
Ideally, published studies would be available, but this is often not the case.

2 RISK OF HARM

Potential harms should be assessed across multiple domains, including patient,
clinician and system-level impacts.

Family doctors should have a clear understanding of the potential harm of any technology
or treatment used in primary care, and this applies to Al tools as well. This may involve a
risk of harm to the patient, but also to the clinician or the healthcare system at the local or
broader level.

3 DATA REVIEW

The training data and ongoing data collection should be reviewed to ensure the
Al tool is relevant to the local context and population and meets privacy and
confidentiality requirements.

Given that all Al tools build on datasets, it is useful to review these underlying data sources.
This would require not only an understanding of the training data that was used to create the
tool, but also of ongoing data collection after deployment. There is a tension between
allowing data collection to improve Al tool performance, and data protection to ensure
privacy, confidentiality, and data sovereignty principles in primary care.

4 CO-DESIGN

Tools should be developed with meaningful input from clinicians, patients,
and communities.

When reviewing an Al tool for use in primary care, it is useful to examine whether clinicians,
patients, and other relevant stakeholders have been involved in its design and development.
Before implementing an Al tool, family doctors need to know what processes are in place to
provide feedback to the Al provider.
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5 PATIENT INFORMATION AND CONSENT

Use of Al tools requires appropriate patient disclosure, transparent information, and,
where necessary, explicit consent.

Patients should receive adequate information about how Al tools are implemented into their
care. In some cases, this will require explicit consent; in other cases, information provision
will suffice. Family doctors need to carefully consider whether full informed consent would be
required, and how information provision will be handled.

6 INCLUSION AND EQUITY
Implementation should avoid reinforcing disparities or excluding vulnerable groups.

Ideally, Al implementation contributes to closing inequity gaps and benefits those patients
who need it the most. At a minimum, Al tools should not make existing inequities worse or
create new ones. Before implementing an Al tool, family doctors should consider its potential
impact on equity, particularly on underserved populations.

7 SUSTAINABILITY AND PLANETARY HEALTH

Al tools may have a substantial impact on carbon emissions, water use, and overall
planetary health, which should be weighed against potential benefits.

Introducing Al tools in general practice may have a substantial impact on carbon emissions,
water use, and overall planetary health. It is important for family doctors to understand these
impacts and their consequences, and to weigh them against the potential benefits of Al use.

8 INTEGRATION AND IMPACT ON WORKFLOW

Al tools should align with clinical workflows and support rather than disrupt team-
based care.

Integration of Al tools may impact existing clinical and administrative processes and overall
workflow. This impact should be considered before implementation so family doctors can
prepare accordingly. Complex clinical judgment and decision-making should not be
delegated to unvalidated or unregulated Al tools.

9 ONGOING MONITORING

Use of Al tools should be continually monitored for performance, safety, and
unintended consequences.

As stated above, family doctors should understand the processes in place to provide feedback
on the Al tool; however, they should also consider establishing internal and external
monitoring processes to track the tool's implementation.
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Table 1: Questions for the review process of Al tools in primary care

CONSIDERATION QUESTIONS FOR THE REVIEW

Eh

Evidence

A

Risk of harm

S

Data review

00
mN

Co-design

@

Patient information and
consent

1. Has the Al tool been through some form of validation, internally or
externally?

2. What evidence is available, and what is the quality of the available
evidence?

3. Isinformation available on the performance of the tool in real-world
settings?

4, Has the tool been tested specifically in primary care settings?

5. What is known about the tool’s reliability?

10.
11.

12,

13.

14,

15.

16.

17.

18.

19.

. What are the possible risks of using this tool for patients, and how can

they be mitigated?

. Are any risks presented and communicated by the Al providerin a

clear and transparent way?

. Could the tool negatively affect clinical judgement, well-being, and

workload?

. Might it disrupt workflows or widen existing system inequities?

Was this tool trained on data from relevant settings?

Is the tool applicable to the target population, or are adjustments
needed?

Are there risks of bias when using this tool in this patient population?

Are privacy and confidentiality protected sufficiently? Is the tool
secure?

Were end users involved in the design and development process?

Is the tool designed for use in general practice, and if not, do any
adaptations need to be made for this use?

Are there any processes in place for clinicians and patients to provide
feedback on the Al tool?

Is explicit patient consent required for the use of this Al? If so, how will
this be handled appropriately?

How will the use of the tool be explained to patients in a transparent
way?

What are the consequences of opting out, and how will opt-out be
handled?
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CONSIDERATION QUESTIONS FOR THE REVIEW

sp

Inclusion and equity

7

Sustainability and
planetary health

el

Integration

Ongoing monitoring

20.

21.

22,

23.
24,

25.

26

29.

30.

Would certain patient populations encounter barriers in using this Al
application, e.g., older adults, non-English speakers, rural
populations?

Could its use have any negative consequences for certain populations,
and if yes, how could these be addressed?

Is the Al tool culturally safe and appropriate?
What is the impact of the tool on carbon emissions and water use?

How do the potential benefits weigh up against the negative impactin
terms of planetary health?

How will the integration of this Al tool impact workflow processes?

. Do any changes need to be made to existing processes?
27.

28.

Could it lead to job loss, and if so, how would it be handled?

How will this tool change clinical processes? Will it ease the workload
or add new complexity or burdens?

Is a process in place to monitor the Al tool’s performance and safety,
log concerns, document possible harms, and refine use over time?

If harm occurs, how will it be managed?
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NEXT STEPS

roundtable dialogues for ethical Al in primary care

We propose holding future roundtables to bring together clinicians, patients, regulators, technology
vendors, ethicists, and EDI (Electronic Data Interchange) experts to help formulate future roadmaps for
the ethical development and eventual implementation of Al systems in healthcare. WONCA could take a
leading role in organising these roundtables and ensuring primary care voices are heard and included in
Al design and implementation. Three initial priorities may include:

1. Equity, accessibility, and inclusive design

Despite consensus that co-design with patients and practitioners improves usability and
acceptability®®, meaningful engagement is rare in Al development. Roundtables can explore co-
design from the stages of needs assessment, model training, validation and deployment, thus
ensuring the tools are reflective of the realities of primary care. To ensure equitable access to Al
solutions and avoid perpetuating inequities, dialogue with stakeholders is essential to determine
accessibility standards that address cultural, language, disability, connectivity, and digital literacy
barriers. Particular attention to Indigenous populations and other underserved communities would
ensure that Al benefits reach underserved groups, thereby reducing existing digital divides.*?

2. Data governance and consent models

A second suggested focus of the roundtables is a discussion around data governance and consent
models. Maintaining individual consent and data control is becoming increasingly challenging as data
is shared more widely for building Al tools and for secondary research. One option to address this is
to examine the current state and future prospects of blockchain technology as a solution to ensure
patient stewardship and control over healthcare data. This would enable patient agency, granular
consent, and voluntary data sharing, accompanied by potential rewards or incentives to return
benefits to contributing communities or individuals. This could be achieved within required privacy
legislation and population-specific sovereignty frameworks.®® The other option is to move away from
individual consent models to a focus on collective ownership and data governance models. This
would include ensuring roles for Indigenous Peoples and other underserved communities in data
decision-making and protecting access to data as indicated by these communities to minimize harms
and maximise benefits.*?

3. Regulatory harmonisation for Al Software as a Medical Device (SAMD) and Clinical Decision
Support Systems (CDSS)

A blurring of boundaries currently exists between SAMD and CDSS in Generative Al applications,
raising both regulatory and ethical concerns. While there is guidance on quality, safety, and risk
management through standards such as Medical Device Single Audit Program (MDSAP), ISO 13485,
and ISO 14971, there is little focus on ethical considerations for these tools and their application in
primary care - particularly transparency of training data, equity of applicability across diverse
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populations, and mitigation of algorithmic bias. Representation of primary care stakeholders within

these governing bodies, as well as roundtable discussions on future standards and regulatory policy,

could serve to integrate these ethical imperatives alongside technical compliance.®~%*
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